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and desire to share with advanced opera-
tional cyber security monitoring and response
organizations, like the Electricity Information
Sharing and Analysis Center (E-ISAC). Some
of these technologies and institutions also
require either anonymous or referenced data
sharing with other entities, such as aggrega-
tors or the federal government.

Introduction

As America’s power grid becomes more dis-
tributed and digitized, it is increasingly essen-
tial to promote and practice decision-making
among utilities and other grid stakeholders
that is grounded in accurate, complete, and
timely data.

The development of data driven decision-sup-
port systems to evolve towards a more com-
plex and dynamic electric delivery system will
be critical in securely, cost-effectively, safely,
and reliably maintaining the supply, demand,
and flow of power on tomorrow’s grid.
Electric co-ops receive hundreds of requests

Smart Demand Response is one example
where this can be both a benefit and a chal-
lenge. In Texas and Colorado, many consum-
ers were provided free smart thermostats in
exchange for agreeing to provide data and
control to their utility during emergency

each month to share their data with the U.S.
government, research communities, and com-
mercial entities. Utilities also integrate prod-
ucts which require data sharing with commer-
cial entities of all kinds, including demand
response (DR) via smart thermostat platforms

conditions.' Those conditions have occurred
frequently in the past year —indeed, billion-
dollar weather and climate disasters continue
to rise each year, according to NOAA?—and
many customers were surprised they had
agreed to share both control and their data

with the DR administrator.

like Google’s Nest, as well as have the need

1 httpsy//www.denver7.com/news/contact-denver7/thousands-of-xcel-customers-locked-out-of-thermostats-during-
energy-emergency

2 httpsy//www.aoml.noaa.gov/extreme-weather
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The Value of Cooperative Data

If data is an asset, there
should be a mechanism
to monetize it, or at
least establish a dollar
value for that data,
along with a clear set of
ownership guidelines.
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A second example is cybersecurity, and in par-
ticular, operational technology (OT)/indus-
trial control system (ICS) monitoring. Many
consumers, through both government-funded
programs and contracting language, agree to
provide their data without fully understand-
ing the ownership model for data. One value
stream the receiving entity gets is the use of
data for threat intelligence, which in turn is
sold back to data providers themselves. While
one utility dataset does not (and cannot) create
all of this value, the fractional asset that is the
dataset is one of the underlying value creators
and should be factored into pricing models.

In summary;, if data is an asset, there should be
a mechanism to monetize it, or at least estab-
lish a dollar value for that data, along with a
clear set of ownership guidelines. Data ano-
nymization should not draw the ownership
boundary, and entities such as utilities should
understand the value they provide when
agreeing — knowingly or unknowingly —to
downstream activities.

Why This is Worth Solving
for Co-ops

Cooperatives are in a unique situation to
having both the benefits and drawbacks of
being relatively small for the industry. With
small size comes the need to be agile and
efficient, something at which cooperatives are
proficient. Advancements in grid and system
technology present opportunities to find data
rich options that support economies and oper-
ational improvements. Co-ops, like all utilities,
are becoming increasingly reliant on a data
intensive business model. However, small
size also can be a hindrance to research and
industry partnerships that would create value
opportunities from that data.

While co-ops are known for being agile and
innovative in the right conditions — they also
boast a much higher advanced metering infra-
structure (AMI) “smart meter” deployment
rate (78%) than the rest of the industry (63%)—
co-ops individually are often too small and lean
to fund meaningful internal R&D or to warrant
attention from leading third-party technology

vendors, limiting their ability to modernize
and optimize their operations. As a leading
grid analytics startup said: “IWe are absolutely
looking for ways to get plugged into the co-op
ecosystem... [but] have not taken the time to explore
many of them individually, just given their size.”

Yet, rural co-ops tend to run relatively lean,
economically efficient operations. For example,
co-ops generally must construct and maintain
more line-miles per customer, raising their
maintenance costs and subsequently cost of ser-
vice. Other utilities collect four times as much
revenue per line-mile as co-ops”. This necessi-
tates efficient and effective asset management
programs, optimizing inspections and main-
tenance with the rising cost of materials and
truck rolls alike. Digitization and the resulting
real-time visibility into grid conditions is
becoming more and more necessary for serving
power safely, reliably, and cost-effectively.

Meanwhile, energy delivery overall is faced
with a disruptive grid transformation which
is poised to shift the “balance of power” —so
to speak. Co-op territories, as many are rural,
tend to have more distributed energy resource
potential (e.g., sunlight area) per customer,
raising the potential share of distributed
generation capacity. As a result, rural co-ops
could see substantial shifts in net load as
solar and other DER installations are commis-
sioned, EVs are plugged in, homes electrify
(but also become more energy-efficient), and
other relevant trends continue. As the flow of
electricity shifts away from the simple pow-
er-plant-to-consumer model and towards a
complex system of “prosumers”, the role of
the utility must evolve accordingly —and only
new, data-intensive business models can help
support a healthy and nimble grid through
such transitions.

These conditions lead to a need to rapidly
consider other assets in the future digitized
space, potentially even more rapidly than
investor-owned utilities. This article proposes
valuation of data as an asset to empower
co-ops in both for current and future efforts as
they expand their ability to operate in a more
digital energy world.

3 Co-op Facts and Figures: httpsi//resources.uwcc.wisc.edu/Utilities/NCS-2815_Co-op-Facts-and-Figures.pdf
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Use Cases & Valuation In a recent effort, NRECA and ADL Ventures
Monetization of data describes the process by sought to identify and quantify some of the
which an entity (i.e., an electric co-op) inte- major use cases for better utility data sharing
grates, manages, and presents analytics from and the value it could provide to the co-op
data to improve business intelligence, applica-  ecosystem. Results of this effort are shown
tions, and asset management. in Figure 1, demonstrating the size of each
problem to be solved (in orders of magnitude
Asset valuation is widely practiced in the of dollars on the Y-axis) and the complexity of
utility industry, but data driven asset main- execution (on the X-axis). The highest impact
tenance—i.e., utilizing data streams to cre- categories include programs and initiatives
ate valuable efficiencies in operations and for better managing peak load and associ-
repair —is a newer practice. Valuing that data  ated demand charges at both the utility and
and the societal surplus borne from utiliza- consumer levels, as well as leveraging data
tion of the data is one method by which the analytics and engineering for predictive main-
industry could provide resources. While that tenance and optimization of grid investments
may not improve utilities” profit margins, and operations.
data is undeniably a value stream capitalized
upon by many vendors, and it is a worthwhile ~ The breadth and depth of data collected by
question whether that value should return to approximately 900 electric co-ops represent an
those generating the data, and to what extent, immensely valuable resource, but most indi-
in particular for the electric grid. vidual co-ops are typically too small to
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FIGURE 1: Limited Sample of Data Use Cases | Value vs. Feasibilty
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be targeted by leading data and analytics ser-
vice providers. This presents a major barrier
in sharing co-op data widely and efficiently
with different user groups. One possible
solution is the establishment of a common
data platform where co-ops can upload their
data so that third parties could request data
from, for example, all co-ops in a desired state
or region. This could amplify data access for
all ecosystem users and drastically reduce
the overhead required to identify, scope, and
analyze projects and services. While direct
financial incentive for sharing data may not
be optimal in all cases, many value receiving
direct analytics, tools, or services.

This concept is illustrated in Figure 2, includ-
ing data providers (i.e., co-ops) on the left and

multiple notable user groups on the right side
of the figure. For example, original equipment
manufacturers (OEMs) may want access to
consumption data to more effectively target
consumers for high-efficiency appliances,

and energy services companies (ESCOs) may
want the data to identify, design, benchmark
and evaluate performance of energy efficiency
projects or DR programs.

By aggregating and standardizing co-op data
and offering simple and secure access to third
parties, existing efforts to safely, reliably, and
affordably provide sustainable power for all
co-op consumer-members can be accelerated
and amplified, while also providing additional
value back to the co-ops themselves per the
business model by which they exist.
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FIGURE 2: Data Platform Amplifies Data Access for All Ecosystem Users
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Pricing & Methods for Analysis*

While utilities continue to discover new

ways to take greater advantage of their own
data, sharing this data with third parties is a
challenge —and one which, in some cases, is
skipped over during contract reviews. Util-
ity API and Arcadia are examples of leading
vendors in the utility data platform space, pro-
viding customer billing and usage information
to approved third parties at scale. These data-
sets are used for many things including quoting
and analyzing the feasibility of DERs, making
recommendations on when to perform ener-
gy-intensive tasks such as charging EVs, and
even simplifying the billing process for energy
systems (such as combining the monthly bills
for rooftop solar and storage systems).

According to existing sources and buyers of util-
ity data, several factors can influence the price
of data. More granular intervals (e.g., hourly vs.
daily meter data) tend to fetch a higher price

TABLE 1: Data Valuations (Per Meter Month)

Calculation

due to the higher number of observations, and
thus inherent value; similarly, more frequent
refreshes of data (e.g., daily vs. monthly pulls)
carry higher price tags due to the more frequent
cleaning and delivery of data. In addition, data
vendors tend to offer discounts for pre-pay-
ments, paid memberships, or larger batches of
data due to the reduced administrative burden
of vetting, administering, and technically verify-
ing and supporting each data purchase.

As such, pricing the data accessible on a
collaborative data platform is a complex and
multi-factor decision process, as it depends on
how the data will be accessed, how frequently,
and in what format. That said, here we present
several methods of valuing data, and identify
a potential fair market value range for AMI,
SCADA, and GIS data. Note that the values
presented in Table 1 are per meter-month
(including SCADA and GIS data, the volume
of which is assumed to correlate roughly with
utilities” meter counts).

Method

Description

Source(s)

UtilityAPI Priced Meter Interval Data Meter $1.60 : Website
Monthly Daily updates
updates Paid month-to-
Paid annually month
20% discount No discount
Pecan Street |Priced Meter Interval Data Meter $150.00 Website
15-min intervals | Minute intervals
Manual Data |Professionals such as real estate agents | Meter $6.90 1.0 ZipRecruiter
Request often call utilities directly for home utility 10-min call 20-min call ADL research
data. ADL calculation
CAC Major home product and service Meter $56.50 \ SunRun 2021 10-
Reduction offerings, such as SunRun, could reduce 1% CAC 2% CAC reduction . .
their customer acquisition cost (CAC) by - ADL inter Ui
targeting customers more effectively ADL calculation
based on their load profiles.
Data The data integration process performed Meter $1.27 $29. Payscale.com
Integration by service providers can take a software | SCADA | smail team Big team ADL interviews
team months to complete. GIS Large co-op sallcogn |- Chlculation
GLOBAL MINIMUM & MAXIMUM $1.27 $200

4 Disclosure: Data valuations are provided as examples only. NRECA is not endorsing any particular valuation and is
not suggesting the provided valuations are appropriate for every cooperative. Electric cooperatives are: (1) indepen-
dent entities; (2) governed by independent boards of directors; and (3) affected by different member, financial, legal,
political, policy, operational, and other considerations. For these reasons, each electric cooperative should make its
own business decisions on whether and how to use this information and on what valuations are appropriate for that
cooperative’s own circumstances.
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It should be noted that some observations
were omitted, including data priced as high as
$1,000 per meter-month’ for per-second inter-
val meter data. Such granularity is rare, and
therefore, we avoid letting it skew the price
range; at the same time, these granular data
sets are expected to become more common
and important as technologies like load disag-
gregation become more widely practiced.

Beyond meter data, co-ops collect more
labor-intensive data sets, such as GIS models, as
well as more novel sensor data, such as LIDAR
point clouds captured from drones. Most of the
use cases previously discussed require com-
bining meter data with other sources like GIS.
The table presented on the previous page of
this article should be considered a conservative,
lower-bound estimation for pricing today’s
typical meter data.

Valuing the dataset as a whole presents a
different set of considerations, as data tends
to be discounted when acquired in bulk (as
opposed to one-off purchases) or purchased
by vetted and paying subscribers. One rough
estimate (using a reasonable lower bound of
$3 per meter, and average of 30,000 meters
per co-op, multiplied by 12 months, and
including the approximately 900 distribution
co-ops), broadly values bulk-loaded co-op
meter data alone at roughly $1 billion per year.

Commercial costs for real-time data feeds
imply a value up to ten times higher, while

a bulk offering for active subscribers would
likely be heavily discounted. This discussion
illustrates how and why the actual commercial
transactions could be structured quite differ-
ently across users and use cases, affecting the
true aggregate value of the data.

Privacy Needs

In order to share data successfully, a robust
understanding of lawful data access and pri-
vacy protections for consumers, end users, and
customers is critical. In the U.S., data owner-
ship and privacy are controlled by a patchwork
of laws, regulations and agreements, which
largely serve to protect consumers” personal
information. Data “ownership” and “privacy”
often overlap in principle, but should be con-
sidered separate features for this review.

In 2011, industry leaders —including the
Department of Energy (DOE), the National
Institute of Standards and Technology (NIST)
and the White House Office of Science and
Technology Policy (OSTP) — developed a stan-
dard set of best practices for the utility industry.
The result was The North American Energy
Standards Board (NAESB) Energy Services
Provider Interface (ESPI) Model Business Prac-
tices® Related to these data privacy efforts,
various states have taken action to enact privacy
laws as demonstrated in Figure 3.

&

" Signed

B n Committee

M Inactive

No Comprehensive
Bills Introduced

FIGURE 3: U.S. State Privacy Legislation—2022.

Source: IAPP

5 httpsy//www.pecanstreet.org/dataport/licenses/
6 httpsy//www.naesb.org/ESPI_Standards.asp
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The electric co-op
community may want to
unlock the substantial
value of co-op data, with
cautious contracting
with third parties and
ensuring the value
accrues to co-ops and
their consumers.
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Model Business Practices led to the creation
of Green Button’s Connect My Data (CMD)’,
which is now an industry standard for
enabling easy access to and secure sharing of
energy and water customer usage data. CMD
is an open-data standard designed to unlock
access to utility interval usage and billing
data— providing easy, seamless access for
software and manual applications. The CMD,
importantly, still requires customer consent.

Some states have enacted privacy standards
for utilities that help ensure customer ano-
nymity when energy data is released to third
parties in the absence of customer consent.
Originated in California, one oft-cited stan-
dard is referred to as the “15/15 Rule.” This
standard requires that each data point be
aggregated across a minimum of 15 custom-
ers, with no one customer’s load exceeding
15% of the total observation. The 15/15 Rule
defined by the Illinois Commerce Commis-
sion (ICC) applies only to the access of anony-
mous, distinct energy use data.?

Other states have specified different aggre-
gation thresholds: ComEd and other Illinois
utilities continue to provide data using a 4/80
Rule, meaning that utilities can sum energy
data from a minimum of four customers,

as long as no one customer’s load exceeds
80% of each observation (a less stringent
standard than the 15/15 Rule). This rule still
ensures customer privacy while reducing

the 15-account minimum, which prevents
benchmarking the large share of multi-family
buildings that have fewer than 15 tenants.

Each data sharing entity must secure, pro-
duce, gain approval for, publish, and abide
by their own privacy policy regardless of
their data-sharing practices and governing
regulations. We further encourage co-ops
to perform periodic privacy audits to help
establish if their policies are sound and
effective, and that all users of their data are
known and authorized.

As mentioned earlier, there is also a need for
consumers to understand the commitment

that they are making to sharing their data
when they enroll in utility programs, such as
Smart Demand Response. For maintaining
consumer relations and avoiding negative
feedback on such programs, the original con-
tract and program collateral materials should
specify the data that will be collected, with
whom and the circumstances in which it will
be shared, and the purpose of the data use. As
many such programs are only activated with a
trigger events, such as storms or high energy
use seasons, consumers may forget their
original commitment due to being ‘out of
sight; out of mind.” Reminders and consumer
support for questions can help to alleviate
consumer concerns and instill trust in the
ways cooperatives are protecting consumer
data with privacy policies.

Conclusion

This article presents several considerations
around utility data valuation, offers methods
of valuing said data, and seeks to encourage
co-ops and other utilities to more critically
examine the value of their data—and who
reaps those benefits. As the grid changes

and its operation becomes more complex
and digitized, utilities could get squeezed by
third parties if they fail to retain control over
who accesses, utilizes, and sells their data in
the market.

Some third parties offering data-intensive ser-
vices, including DR administrators, offer real
and substantial value to their utility partners.
That said, when contracting with third parties,
utilities should remain cautious about who is
authorized to use their data and what they are
allowed to do with it. This includes consid-
erations around both data privacy and data
ownership.

Based on an estimated commercial price tag
of $1 billion per year, electric co-op data has
substantial value and the co-op community
may want to seek to not only unlock that
value but, in the process, ensure that the value
of that data accrues primarily to co-ops and
their consumers.

7 httpsy//www.greenbuttondata.org/cmd.html

8 https;//www.elevatenp.org/wp-content/uploads/1515-Rule-Factsheet-FINAL.pdf
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As noted, there are legal considerations to opportunity to engage with co-ops and
monetizing utility data. Co-ops are encour- other third parties interested in discussing
aged to work with legal counsel to determine ~ the observations and ideas presented in
the legal considerations applicable to the this paper. Those interested, please contact

co-op’s circumstances. Co-ops are also encour- ~ Emma Stewart, NRECA Chief Scientist, at
aged to work with a tax professional regarding ~ Emma.Stewart@nreca.coop.
potential tax implications to receiving income

from data sales. Additional information on cooperative

data and analytics topics being researched
Finally, this article is intended to describe a by NRECA may be found on httpsy/www.
potential future business model that NRECA cooperative.com. m
is actively researching. We welcome the
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David.Pinney@nreca.coop

* To find more resources on business and technology issues for cooperatives, visit our website.

ANALYTICS, RESILIENCY AND RELIABILITY WORKGROUP

The Analytics, Resiliency and Reliability (ARR) Work Group, part of NRECA's Business and
Technology Strategies department, is focused on on current and future data and research
required to provide prompt technical and economic support to the NRECA membership.
Specifically focused toward the electric co-op community, ARR products and services include:
development and maintenance of a portfolio of energy analytics products and services; collection
and analysis of data; and provision of additional products and services in the areas of the data
collection, IT architecture, sensors, and energy markets. For more information, please visit
www.cooperative.com, and for the current work by the Business and Technology Strategies
department of NRECA, please see our Portfolio.

LEGAL NOTICE

This work contains findings that are general in nature. Readers are reminded to perform due diligence in applying these
findings to their specific needs, as it is not possible for NRECA to have sufficient understanding of any specific situation to
ensure applicability of the findings in all cases. The information in this work is not a recommendation, model, or standard
for all electric cooperatives. Electric cooperatives are: (1) independent entities; (2) governed by independent boards of
directors; and (3) affected by different member, financial, legal, political, policy, operational, and other considerations.

For these reasons, electric cooperatives make independent decisions and investments based upon their individual needs,
desires, and constraints. Neither the authors nor NRECA assume liability for how readers may use, interpret, or apply the
information, analysis, templates, and guidance herein or with respect to the use of, or damages resulting from the use of,
any information, apparatus, method, or process contained herein. In addition, the authors and NRECA make no warranty
or representation that the use of these contents does not infringe on privately held rights. This work product constitutes
the intellectual property of NRECA and its suppliers, and as such, it must be used in accordance with the NRECA copyright
policy. Copyright © 2022 by the National Rural Electric Cooperative Association.
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